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Abstract

Cloud computing is a business approach that is quickly changing our daily lives, and as a result, organisations are
more concerned with finding a centralised, affordable solution that offers the highest uptime. This study critically
analyses the advantages and disadvantages of implementing a cloud-centric Internet of Things (IoT)
transformation for AC. Manufacturing Inc., a mid-sized enterprise in the automotive parts industry. The study
aims to expose the integration of cloud-based IoT solutions for real-time monitoring and analytics to streamline

operations, improve production efficiency, and enhance real-time decision-making.
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1| Introduction

During this paradigm change, AC. Manufacturing Inc. is replacing fragmented legacy systems with a cloud-
based Internet of Things (IoT) approach to unify its nationwide operations. Simplified data flow is anticipated
by the planned redesign, enabling real-time analytics and monitoring. The company hopes to lead the way in
data-driven decision-making, efficiency, and agility throughout all its locations by utilizing platforms such as
Google Cloud IoT Core. This will put the company at the forefront of technological advancement in the
manufacturing industry. This report delves into the implications of transitioning to a cloud-centric IoT
paradigm for AC Manufacturing Inc. It assesses benefits and challenges by considering viewpoints from
management, industrial workers, I'T personnel, and vendors. Specific areas to be explored include the
advantages of cloud-based services, security and compliance, cloud setrvice structures, virtualization in servers
and networks, and the complexities of migration. Real-world examples and practical experiences are used to
analyse the nuances of setting up a cloud environment. The report compares Cloud-based and local IT
resources. It serves as a valuable guide for AC Manufacturing Inc. to make informed decisions and emerge as

an innovation leader in the competitive automotive components sector.
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2| Opportunities and Challenges of Cloud Migration

Cloud migration transfers an organisation's data, applications, and I'T processes to cloud-based infrastructure.
It presents many opportunities and challenges. Understanding and handling these factors is critical for
organisations trying to reap the benefits of cloud computing while limiting potential hazards.

2.1| Opportunities of Migrating IT Resources to Cloud Computing

Cloud computing is a business approach that is quickly changing our daily lives. These days, organisations are
more concerned with finding a centralised, affordable solution that offers the highest uptime [1]. Anybody
using the internet is involved in cloud computing, whether they realize it or not [2]. An increasing number of
mobile users can now easily store their mobile data on cloud computing, eliminating the need for manual data
storage [3]. The benefits of cloud computing include its ability to provide a company with numerous services,
including scalability, dependability, flexibility, and work-from-anywhere capabilities [4]. Data migration to the
Cloud is affordable, considering the costs associated with on-premises hardware, software, employees,
downtime, and depreciation [1], [5]. Outsourcing their primary infrastructure services to cloud service
providers while focusing on their core business is one of the main advantages for organisations. Another
benefit is the low energy cost. Because cloud computing uses less energy and has more environmentally
friendly features than on-premises systems with fewer physical materials being used. Any organisation that
wishes to remain competitive in today's economic environment must address the integrity and reliability of
crucial data, which is something that cloud vendors must also do [6]. The responsibility of cloud vendors is
to guarantee the security of their infrastructure and the protection of their client's data and applications. Using
encryption techniques, cloud service providers offer a high-level security protocol to confirm data protection
[7]. Cloud providers' intricate data centres are constructed using layered security techniques, such as key
management, data encryption, stringent access controls, and adherence to frequent security audits [8]. The
availability of these secured cloud vendors makes migration to Cloud computing a big opportunity to be
explored by the company. Most service providers enable enterprises to expand their resources to meet
changing business needs by offering scalable IT resources [9]. It may be necessary for specific customers to
adjust their IT resources quickly. This will allow for business growth to be supported without incurring costly
changes to the current system infrastructure [10]. Managing resource demand in traditional computing
systems can pose challenges, but the utilisation of cloud resources can provide a viable solution for handling

increasing workloads in any application [1].
2.2| Challenges of Migrating I'T Resources to Cloud Computing

The process of transferring data from a legacy system to the Cloud for data management and migration poses
important study issues that should not be underestimated. It is not easy for an organisation to select a good
cloud provider, even after performing a SWOT (Strength, weakness, opportunities, and threats) analysis. The
three prominent entities in the cloud industry, namely Google Cloud Platform (GCP), Amazon Web Services
(AWS), and Microsoft Azure, consistently strive to differentiate themselves from each other. Because of this,
businesses must question cloud providers about their data migration tools to move data while taking vendor
lock-in and software portability (The capacity to move software from one computer or system to another)
into account. Change management is essential for projects like these. Costs may increase if staff members
need to be trained on a new software platform and system. Furthermore, how staff members behave when
adjusting to the new system presents another difficulty, i.e., change management must be done correctly and
promptly. Hence, accessing cloud content may pose a challenge and operational downtime. Hardware or
software failure is not always the cause of a system failure; effective I'T practices and infrastructure procedures
are the foundation of digital transformation [11], [12]. A plan for supporting the change must be created,
implemented, and monitored during data and process migration. Many organisations worldwide are
integrating cloud computing as a fundamental element of their technology strategy [13]. Despite the
overwhelming momentum towards cloud adoption, cost-benefit analysis models that show the business
impact remain a significant risk factor [14]. Before moving to the cloud, it can be difficult to redesign your
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current IT infrastructure (Server, network, and storage) to meet the requirements. Pay-as-you-go cloud
providers impose vatiable costs on their users based on the number of transactions they process and their
number of users [15]. Businesses are hesitant to pay more for management, additional bandwidth costs, and
system acquisitions. Cloud market leaders have been touting their most recent data security model. Still, the
NSA snooping scandal makes people question and reconsider storing all sensitive and vital data in the Cloud.
This lack of trust impacts all significant stakeholders, including governments, corporations, and individual
citizens. Data security breaches, lack of service quality, such as 24/7 support from vendors, and poor data
backup and recovery are among users' fears of migration to cloud computing. Since cloud-based data is easily
accessible from any location, personal and business data may be compromised by hacking or data breaches
brought on by weak password security. The organisations had complete control and authority over the local
hosting of their data. Since hackers frequently target large data centres, they might feel more exposed when
moving to the Cloud.

3| Security, Compliance, and Risks of Migrating I'T Resources to
Cloud Computing

3.1| Security

Customers rank cloud security as one of the biggest challenges. Utilizing the service necessitates in-depth
investigation to comprehend the threat's potential and its effects on enterprises. According to a thorough
survey by Ramachandra et al. [16], demand for cloud-based security is trending upward, and costs are rising
to keep up with modern demands. For instance, the analysis revealed that from 2011 to 2015, the percentage
of cloud-based security pending increased by 10% annually [16]. The following enumerates the significant
threats and issues of today's cloud secutity. There is an increased need for in-depth research on cloud secutity
to provide workable solutions for the problems [17]. Higher privileges should be used to enable access to
data on cloud tools [18]. This will strengthen cloud security. Critical steps are outlined by the National Institute
of Standards and Technology (NIST) to raise the bar for cloud computing and cloud service access while
maintaining the highest level of data security [19]. As a result, the report highlights how vital cloud security is
and that it should be considered when using cloud computing services.

3.2| Compliance

It can be challenging to follow industry-specific laws and compliance requirements. Cloud service providers
must provide guarantees and resources to assist businesses in meeting these needs. Data must be stored within
specified geographic areas according to specific regulations. It can be challenging to ensure that jurisdictional
concerns are addressed, and data residency requirements are met. Cloud environments need robust audit trails
and monitoring systems to meet compliance requirements [20]. It is essential to guarantee visibility into user
actions and system modifications.

3.3|Risk

Risks can arise from relying too much on one cloud service provider. A business may encounter difficulties
with a smooth migration of data and applications if it chooses to switch providers. Trying to migrate to the
Cloud without a clear, comprehensive plan is one of the most significant risks involved in the process [21].
An organisation must choose which cloud platform or platforms to use, how to distribute IT assets, and how
to deploy applications when moving to the Cloud. A cloud migration process's expense, time, and complexity
can all rise if these and other crucial decisions are not made in advance. Making incorrect choices can pose

serious security risks, such as processing or storing private data in a public cloud environment [22].
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4| Structure, Services, and Deployment Models

The deployment model and service selection primarily determine a cloud computing platform's degree of
vulnerability. According to [23], three delivery models and three deployment models are regarded as industry
standards. Security implications are distinct for each of these three deployment and delivery models. A brief
explanation of each of these models' security implications is provided in the subsections that follow:

4.1| Cloud Service Models

The industry has adopted three cloud service models, which were suggested by [23—25]: Software as a Service
(SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). This is illustrated in Table 1.

Table 1. Cloud service types and their characteristics.

Service Type

Benefits

Challenges

Risks

Infrastructure as a
Service (IaaS)

The fundamental components
of cloud computing, such as
servers, virtualizations, network
infrastructure, and network-
accessible storage that enables
users to run any software, are
provided by infrastructure as a

Service (IaaS).

Heavy reliance on external
vendors. Security breach
issues [20].

Both cloud service
providers and cloud users
bear equal responsibility for
security measures. There are
layers and segregations of
risk in this model. The
model of shared risk is also
present.

Platform as a
Service (PaaS)

Platform-as-a-Service (PaaS) is
a popular option for enterprises
looking for streamlined and
effective application
development and deployment
because of its advantages,
which include streamlined
development environments,
integrated services, cost-
effectiveness, increased
productivity, rapid deployment,
and scalability.

The possibility of vendor
lock-in is a significant
obstacle related to
Platform as a Service
(PaaS). Platform as a
Service (PaaS) providers
provide a particular set of
tools, development
frameworks, and services
that may be exclusive to
their Platform or
proprietary. Therefore,
moving to a different
PaaS provider or
developing the application
internally may be difficult
once a company develops
and implements
applications utilizing these
platform-specific features.

Data security and privacy
compromise is one of the
major risks connected with
Platform as a Service
(PaaS). Sensitive data is
frequently processed and
stored within PaaS
environments, which
organisations utilise to
develop, deploy, and
manage applications.
Unauthorized access, data
breaches, and data loss can
result from several factors,
including insufficient access
controls, flaws in the PaaS
infrastructure, and incorrect
configurations.

Software as a
Service (SaaS)

Numerous businesses find the
software as a Service (SaaS)
model appealing due to its
multiple advantages, including
automated updates, scalability,
accessibility, cost efficiency,
and the freedom to concentrate
on core competencies.

The tricky part is ensuring
the cloud provider has
robust security measures,
such as encryption, access
controls, and frequent
security audits.
Organisations must also
assess the provider's data
handling procedures,
adherence to data
protection laws, and
response mechanisms in
case of a security breach.
One of the main
challenges with the SaaS
model is still finding the
right balance between
convenience and data
security.

Reliance on the
dependability and stability
of the software as a Service
(SaaS) provider is a major
risk involved with SaaS. A
provider's downtime,
service interruptions, or
outages immediately affect
users' access to the SaaS
application. During these
times, businesses that rely
significantly on essential
SaaS apps may experience
operational difficulties and a
decline in productivity.
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4.2| Cloud Deployment Models

Cloud deployment models can be broadly classified into three types [24], [25]. They are Hybrid, Public, and
Private. This is shown in Table 2.

Table 2. Cloud deployment models and their characteristics.

Deployment Type

Benefits

Challenges

Risks

Private Cloud

The private cloud
deployment model
provides improved
security, customization,
intranet functionality,
predictable billing,
scalability, and
compliance adherence.
Because of these
features, it is a desirable
alternative for
companies with
requirements and a
focus on security and
control.

Security challenges
include the high expense
of implementation and
management, the need for
specialized knowledge,
and vulnerability
management. Cost and
return on investment are
important considerations
in this deployment model.
Security implementation
is typically predicated on
risk assessment, meaning
the security cover is
incomplete.

The possibly high
implementation and
upkeep costs are some of
the associated risks. A
significantinitial / capital
investment in hardware,
software, and qualified
staff is necessaty to
establish and upkeep a
private cloud
infrastructure. The
company is responsible for
continuous upkeep,
modifications, and
guaranteeing the scalability
of the infrastructure,
which may result in
supplementary expenses in
the future.

Public Cloud

The public cloud model
is an appealing choice
for various industties.
Itis used due to its
advantages: scalability,
cost-effectiveness,
global accessibility, less
maintenance required,
rapid deployment,
elasticity, and access to
advanced services.

The increased security
and privacy issues of
sharing resources and
infrastructure with
numerous users present a
significant obstacle.
Public clouds' multi-
tenant architecture
increases the possibility of
data breaches, unwanted
access, and the possible
exposure of private data.

The potential compromise
of data privacy and
regulatory compliance is a
major risk associated with
public clouds. Concerns
regarding data isolation
and the possibility of
unwanted access arise
when sensitive data is
stored in a multi-tenant
setting. Businesses
operating in highly
regulated sectors or areas
face difficulty adhering to
industry-specific rules, data
protection laws, and other
legal obligations.

Hybrid Cloud

Although there is a risk
that data privacy and
regulatory compliance
will be compromised,
there are advantages to
using public clouds
strategically, including
adherence to
international
compliance standards,
improved security
measures, access to
knowledge and
resources, effective
compliance
management, and data
residency options.

The reliance on the cloud
service provider is one of
the main issues with
public clouds. Businesses
give up some control over
the provider regarding
data management, service
configurations, and
infrastructure. This
reliance may present a
problem if businesses
cannotoptimize or
customize services to
meet their unique
requirements.

The reliance on network
connectivity and possible
dependability problems
poses a setious risk to
public clouds. Any hiccups
or slowdowns in internet
connectivity can affect the
availability and
functionality of cloud-
based applications, as
public clouds depend on it
for users to access
resources and services.
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5| Concept of Virtualization in the Context of Servers, Storage, and
Network Systems

Virtualization in the context of cloud computing goes beyond separate elements such as servers, storage, and
networks. It includes a whole strategy in which these components are dynamically assigned, aggregated, and
abstracted according to demand [26]. The foundation of cloud services is created by combining virtualization
for servers, storage, and networks, resulting in a comprehensive and adaptable environment. Network
virtualization is essential to building a versatile and flexible networking infrastructure in the Cloud [27]. Several
virtual networks can be built on top of a single physical network through the abstraction of network resources.
This separation improves security, isolation, and the effective use of network resources.

A fundamental server virtualization featuredivides a physical server into several virtual servers, each running
separately. This makes it possible to allocate computational resources efficiently and optimize hardware use
[28]. Users can quickly adjust to changing workload requirements and scale up or down by provisioning or
de-provisioning virtual machines. Comparably, abstracting physical storage resources into a single,
controllable pool is the goal of storage virtualization. Thanks to this abstraction, users can dynamically allocate
or de-allocate storage based on their demands, allowing for the efficient use of available capacity. It makes
data management more accessible, increases flexibility, and lowers costs. Cloud service providers attain
elasticity and scalability by implementing virtualization throughout various areas [26]. Users no longer have
to worry about the complexities of the physical infrastructure when adjusting resource levels to meet demand
variations. The ability of cloud service providers to optimize resource utilization, improve productivity, and
reduce operating expenses is made possible by this dynamic resource allocation. Thus, the cloud computing
paradigm's foundation is virtualization, which offers flexible, scalable, and affordable solutions to satisfy

various user needs.
6 | Strategies for Migration and Business Application Benefits

Selecting a migration strategy is a strategic move that needs to be carefully considered in relation to the unique
aims and objectives of the company. When choosing a migration strategy and utilizing cloud benefits, it's
critical for businesses to carefully assess their specific needs and goals to make sure the chosen approach
seamlessly aligns with their overall goals. This strategic alighment maximizes the benefits to overall business
performance and helps to ensure that cloud resources are used effectively. Cost savings, scalability, global
accessibility, security, and disaster recovery are just a few advantages Cloud computing offers businesses to
improve their operations [29]. In addition to the benefits described above, cloud computing provides
enterprises with increased flexibility and agility. Cloud platforms enable rapid resource deployment, allowing
firms to quickly adjust to changing market conditions or fluctuations in demand [30].

Moreover, cloud services frequently include built-in collaboration features, which promote better
communication and coordination among employees, even in geographically distant teams. Furthermore, the
scalability of cloud solutions guarantees that companies may effortlessly expand or contract their operations
per their present requirements. In addition to optimizing resource utilization, this eliminates the need for large
infrastructure investments, which can result in significant cost savings. The ability to innovate and experiment
is another crucial benefit. Cloud environments offer an ideal platform for testing and creating new services,
features, or applications without requiring significant upfront costs [31]. This encourages an innovative culture
within the company, which drives ongoing development and technology adaptation [32].Additionally, cloud-
based systems frequently provide strong security and compliance capabilities. This is especially important
given the state of the digital world today when privacy and data protection are top priorities. Cloud providers
usually invest significantly in security processes so companies can confidently function in a safe and legal
environment. Finally, operating remotely is possible because cloud services are accessible from almost any

location with an internet connection [23]. This has grown in significance, particularly given the prevalence of
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flexible work schedules in today's corporate environment. By utilizing cloud technologies, staff members may
participate in business activities from anywhere in the world, collaborate easily, and access data remotely.

7 | Issues in Setting up and Configuring Cloud Environments and
Virtual Machines

7.1| Practical Experience

Critical issues affecting I'T infrastructure's effectiveness, security, and performance must be addressed when
setting up and configuring cloud environments and virtual machines. I attended a workshop where we worked
with a popular cloud service provider to configure a cloud environment for a web application. An increase in
user demand brought about performance problems due to difficulties in effectively allocating resources. A
clear plan for managing different workloads was absent from the setup. This emphasized the significance of
strategizing for scalability and resource provisioning to prevent poor performance or outages during periods
of high demand. To maximize resource utilization, the workshop highlighted the importance of dynamic
scaling features like auto-scaling groups. It emphasized the importance of thoroughly grasping application
usage patterns and utilizing cloud-native features to enable automatic scaling. Identifying potential scalability
bottlenecks and ensuring a responsive and resilient cloud environment required early implementation of
capacity planning and load testing during the setup process.

7.2 | Criteria for Comparison

Table 3 shows the comparison between the deployment of cloud resources and locally-based IT resources.
This comparison highly the features of each model, aiding better understanding for easy decision making by

the management.

Table 3. Comparison between cloud solution and locally based I'T infrastructure.
Critical Issues  Cloud Environment  Locally Based IT Resources

Resource Dynamic scaling Limited scalability and upfront
Provisioning based on demand. investment in hardware.

Cost Pay-as-you-go model,  Upfront costs for hardware
Management potential cost savings.  and maintenance.

Flexibility and
Agility

Security
Concerns

Network
Connectivity

Configuration
Complexity

Data Transfer
and Latency

Scalability
Challenges

Rapid deployment and
flexible resource
allocation.

Data security is in the
hands of the provider.

Dependence on
internet connectivity.

Learning curve for
cloud-specific
configurations.

The internet impacts
data transfer speed.

Ensures seamless
scalability without
disruptions.

Limited flexibility and time-
consuming setup.

Direct control but may lack
advanced security.

Intranet-based, potentially
more reliable.

Familiarity with on-premises
systems.

Faster data transfer within on-
premises infrastructure.

Limited scalability and
potential downtime during
expansion.
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8| Conclusion

This report has explored the opportunities, benefits, and challenges in moving the IT operations of AC
Manufacturing Ltd from locally based IT resources to a cloud environment. The security, compliance, and
risk associated with this migration have been discussed. The structure, services, and deployment models such
as laaS, PaaS, Saa§, public cloud, private cloud, and hybrid cloud have been discussed with highlights focused
on the benefits, challenges, and risk as it relates to the I'T infrastructure upgrading intentions of the company.
It is anticipated that this migration will greatly improve efficiencies in operations and facilitate rapid decision-
making as all operations are connected to the cloud environment. Finally, a comparison between the cloud
environment and locally base IT infrastructure was highlighted to give a robust understanding of the
anticipated move.
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